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Wassenaar

Arrangement((W4)

A Purpose
Tocontribute to regional and international security and stability, by

promoting transparency and greater responsibility in transfers of
conventional arms and dualse goods and technologies, thus
preventing destabilizing accumulations.

The Initial Elements were originally established in 1996 and set out
the purposes andcopeof the Arrangement.

There are currently 4Rarticipating states
The permanensecretariatis located in Vienna, Austria.
Visit thewebsite¢ www.wassenaar.org. ’
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A Basic List Selectid@riteria: ltemghat are major or key elements for the
indigenous development, production, use or enhancement of military
capabilities. Considerations are

T Foreignavailability outside Participating States.

T The ability to control effectively the export of the goods.

T The ability to make a clear and objective specification of the item.
T Controlled by another regime.

A TheSensitive & Very Sensitive Lists focus on select items from the Basic Li
that are considered to contribute to more advanced conventional military
capabilities.
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A al NDK k Expaddroup (EGpring meeting

A a | &General Working Group (GWGjpring meeting

A Wdzy KGintersessional technical discussions

A Wdzy 18censing & Enforcement Officers Meeting (LEOM)
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Categoryl Sg;g I\égfﬁgf:::ri‘ CategoryH Materials Processing
Category3 Electronics Categoryn Computers

/ I G S 32 NTelecommunications | Category5P2 Information Security
Category6 Sensors & Lasers Category 7 Navigation & Avionics
/ I G S 32 NBarine Category 9  Aerospace & Propulsio
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) WA Munitions lisstCGatggosies .
.

al[ m { Y Isthobth-lore, farind &uNdmatic al[H [  NBS -Hore ielaniss artnafrieratsi K

weapons ] o a[n .2Y0az G(G2N1LISR2Saz N2
alo ' YYdzyAUA2Y 9 FdzIl Sa charges
alp CANB O2y(iNRf 35 6l NyRYE S| @NRYARI OSKAOf &
a [ T Chemical, biologica% riot-control agents, & aly 9y SNBSGAO YIFGSNRLf &

radioactive materials al mn I A NdBeNBifvéhElest uhriaknds NJ
al ¢ +Saasta 2F 41 NJ aerial vehicles & aerengines
a[ mm 9f SOGNRYAOA 39 &LJ O8&QMNHT Gveldcity Hirfetic energy weapon systems
a[ mo I NY¥2NBR 9 LINPGSOGA@E mBIljdA XS K@ I NBE GNFAYAY3D 39
a[ mp LYF3AYy3 9 O02dzy i SNXE[ amdzNBE ERMBENYIvd s OFadAay3aa
a[ mT ara08ftlysS2da SldARyyis YINEENDOIGRZR Y Sij kz NIV
a[ Mo 5ANBOGSR SySNHE 6Shafiayia |/ NE23SyAO 9 4dAISND?2
al Hm {2Fdol NB a[ HH ¢SOKy 2t 2 3 5 e

ATtn Manb YIEGAZ2YFE LINRBLRZ2A&IFT A& | NX

A Consensus is required for agreement.

A Types of proposals:

T Introduction of a new item to the Lists

Removabf existingitem from Lists

Modification of parameters or thresholds for existing items on the Lists

Restructure of entries on Lists

Clarifications of entries on the Lists

Editorial modification of entries on Lists

A Non-papers introduce topics for discussion without proposing a change
to the Lists
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1) Examplesop201 nWAdtishGhanges

Addition of explosives, EDNA & TMETN, to ML8.a.
Addition of ReadOut Integrated Circuits (ROICs) to 6.A.2.
Deletion of 3D imag@rocessing robots in 2.B.7.a.

Restructure of 2.B.6. & 2.B.8. entries for dimensional inspection or
measuring systems & equipment.

Modified parameters for higlenergy primary cells in 3.A.1.e.1.a.

Clarified the type of terrestrial telemetry & telecommand equipment fo
spacecraft in 9.A.4.f.

Relocation & cleanup of definitions in Cats 1, 2, 3, 4, 6&7.
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USG interagency
proposal review
process begins

Initial Experts
Group meeting

Final Experts
Group meeting

BIS regulation
implementation
of WA changes
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Eebruary June December
USG submits Experts Group WA Plenary
October WA proposals; intersessional considers Expert
Proposals Receives foreign technical Group List change
due to BIS  proposals discussions recommendations
I 1 : 1 : 1 : 1 )
November March/April Sept/October I LINA € {
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N How canyolegetrnnvolved? .

A Join a Technical Advisory Committee (tac.bis.doc.gov).
T Information Systems (ISTAC) i Sensors Instrumentation (SITAC)
I TRANSportatiofTRANSTAC 1 MaterialsProcessing & Equipment (MPETA
i Materials (MTAC) i Emerginglechnology (ETAC

A Monitor the Federal Register.
A Participate in industry groups.

A Attend this conference.

Nuclear Suppliers Group

Keeping Controls Updated and Relevant

Presented by SteveGlagett
Director, Nuclear and Missile Technology Controls Divisi
Bureau of Industry and Security
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NSG Background

A Founded in 1974

A Group of countries that seeks to contribute to the rproliferation of nuclear
weapons through the implementation two sets of guidelines/lists
T Nuclear transfers (Trigger List)
T Nuclearrelated dual use items

A 48 Participating Governments (PGs) that implement the guidelines through
national laws and practices
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NSG Meetings

A Annual plenaryc held in early summer hosted by rotating (voluntary) chair

A Consultative Group (C@) meets twice a yeato hold consultations on issues
associated with the Guidelines on nuclear supply and its techaicedxes

A Technical Experts Group (TEG)
meets twice a year (usually in
conjunction with CG) and is
responsible for keeping the
control lists technically accurate
and up to date
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Influencing Change in the NSG

Proposals to alter control lists are submitted by individual
countries and must reach consensus to be adopted

A Join Commerce Technical Advisory Committees (TACS)

A Multinational companies should consult with other branches and make
Commerce aware of any differences in how the control language is
interpreted/implemented

A Keep Commerce abreast of emerging technology or expanded uses of
controlled items
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TEG Topics Additive Manufacturing
4! bS¢ 2r8& G2 R2 hfR ¢

A Additive manufacturing (AM) what should
be controlled versus what can be controlled

A How do you properly define machingsSO standards, parameters, characteristics?
A Job shops and parts by mails this a model for the future?
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TEG Topiocs Machine Tools

A Machine tools have been a fixture of export controls for over 60 years. New ISO
standards, growing world wide availability, and greater capabilities are forcing the
b{D (42 RSGSN¥YAYS y20( 2yte ¢KIFd YI OKA
realistically be controlled.

A Are machine tool controls as relevant in light of emerging technologies such as AN
or other casting techniques?
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TEG Topiocs Mass Spectrometers

A The types of mass spectrometers controlled have become
much more widely used in laboratories throughout the world

A In 2017, the U.S. exported hundreds of 3A233 mass
spectrometers all for civil end uses.

A The TEG is looking into wheth_er the controls need updating
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Future TEG TopicsCarbon Fiber?

Carbon fiber was once the exotic material of aerospace, rocket motor cases, and
centrifuge rotors. Now many of these early fibers/grades are obsolete with newer
and better grades commonly used in sporting good and automobile applications.

Given that these materials continue to have strategic applications, should the
growing world wide availability and ever increasing civil and consumer uses force
the NSG to look for innovative ways to address these concerns?

Wesley Johnson, PhD
Microbiologist
Chemical and Biological Controls
Bureau of Industry and Security
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